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Harnessing Zero Trust and AI to 
Outpace Cyber Threats



Cyber Risk Management is a Board Level Priority

$25M 10,000+ $1.1B



Cyber Risk Management is a Board Level Priority

AI Powered Attacks

lost in a deepfake 
vishing attack

$25M

Zero Day Exploitation

organizations impacted by 
VPN 0 day attacks

10,000+

Ransomware Attacks

ransom collected 
in 2023

$1.1B



Cyber Attackers are Weaponizing AI
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Jay Chaudhry
Zscaler Chairman, 
Founder & CEO



Cyber Attackers are Weaponizing AI



Jan, 31 2024
Ivanti Discloses Two 

Additional 
Vulnerabilities

Jan, 10 2024
SonicWall SSL-VPN

Jan, 11 2024
Fortinet Discloses 
Vulnerability on 

FortiOS

March, 12 2024
”Critical” Fortinet 

Fortios Vulnerability 
Seeing Exploitation: 

CISA

April, 12 2024
Palo Alto Vulnerability 

in PAN-OS, CVE

April, 30 2024
Cisco Discloses 3 
Zero-days In 2 

ProductsZero Day Vulnerability Exploitation in 
Legacy Architectures



Zero Day Vulnerability Exploitations in Legacy Architectures

Jan, 31 2024
Ivanti Discloses Two 

Additional 
Vulnerabilities

Jan, 10 2024
SonicWall SSL-VPN

Jan, 11 2024
Fortinet Discloses 

Vulnerability on FortiOS

March, 12 2024
”Critical” Fortinet 

Fortios Vulnerability 
Seeing Exploitation: 

CISA

April, 12 2024
Palo Alto Vulnerability 

in PAN-OS, CVE

April, 30 2024
Cisco Discloses 3 Zero-

days In 2 Products



Ransomware Attacks Continue to Accelerate

+57%

Source: Zscaler Threatlabz Ransomware Report
(April 2023-April 2024)

+144%

17.8%

More ransomware 
victims on data leak 
sites than last year

More ransomware 
payloads

YOY increase in 
ransomware attacks



Zscaler’s Unique Advantage



Zscaler AI Leadership and Data Advantage

Internet SaaS Cloud DC

CASB, SSPM, 
Supply Chain

Posture Control, 
DSPM

Secure Apps & Data-at-Rest



Zscaler AI Leadership and Data Advantage

Internet SaaS Cloud DC

Workforce B2BWorkloads IoT / OT

CASB, SSPM, 
Supply Chain

Posture Control, 
DSPM

Secure Communications
Cyber Threat, Data Protection, Zero Trust Networking  

Secure Apps & Data-at-Rest

AI-Powered Advanced Threat Detection1

Zero Trust Segmentation2

Secure Data-at-Rest and Data-in-Motion3



Zscaler AI Leadership and Data Advantage

Policy Actions

Logs

Zscaler Data Fabric for Security

Discover Classify

Correlate Harmonize

150+ Integrations

Cloud effect

250k+
daily protection updates

Stop zero day & emerging threats

9+ Billion
Daily policies & threats blocked

>500T
Daily signals

Internet SaaS Cloud DC

Workforce B2BWorkloads IoT / OT

CASB, SSPM, 
Supply Chain

Posture Control, 
DSPM

Secure Communications
Cyber Threat, Data Protection, Zero Trust Networking  

Secure Apps & Data-at-Rest



ThreatLabz has 150+ Security Experts Worldwide
Tactically aligned to 4 critical stages of the attack chain

Tracking over 50 nation state 
threat groups

Access to 500T daily 
intelligence signals

Active collaboration with global 
CERTS and Law Enforcement

Operation ENDGAME



Gen AI Fueled Attacks Have 
Raised the Stakes

Attack Scenario







1. Attack surface discovery, FW exploitation & 
credential compromise

2. Initial compromise by spearphishing e-mail

3. Malware installation & lateral propagation

4. Data exfiltration from AI/ML environments

A SINGLE Prompt
from a Threat Actor to Rogue GPT will result in:



















Searching for vulnerable 
assets…

Breach Success
Employee Credentials Acquired

Stage 1
Attack Surface Discovery



Searching for employee  
profile…

Target identified.

Jessica Parkor,
Finance VP

Stage 1
Attack Surface Discovery













Stage 2
Compromise Attempt

Locating employee 
social profiles… 

Email addresses 
obtained for 20 AI Data 

employees





Sending email…

Stage 2
Compromise Attempt





Install Malware and Lateral Propagation



Install Malware and Lateral Propagation



Install Malware and Lateral Propagation



Install Malware and Lateral Propagation

Lateral Propagation



Crown Jewels

Stage 3
Privilege Escalation &
Lateral Propagation

Moving 
Laterally.



Crown Jewels

Stage 3
Privilege Escalation &
Lateral Propagation

Spreading 
Malware…





Crown Jewels

Stage 3
Privilege Escalation &
Lateral Propagation

Ricky Tan

Searching for AI/ML 
Environments…



Crown Jewels

Stage 3
Privilege Escalation &
Lateral Propagation

Located 
Production Key

Ricky Tan

Production Key



Crown Jewels

Stage 3
Privilege Escalation &
Lateral Propagation

Located 
Production Key

Ricky Tan

Production



• Exfiltrate data from Dev and Production AI/ML environments



Crown Jewels

Stage 4
Data Exfiltration

Data Exfiltration 
in Progress…

Ricky Tan

Production

Show Ai icon in 
Production just 
like 
Corporate/Crown-
Jewel- (Updated 
by HN)



Data Exfiltration Complete.

ATTACK SUCCESSFULLY 
EXECUTED



How Can Zero Trust & AI Help?



Breach Prediction Powered By Zscaler’s AI/ML

Zscaler Internet 
Access

End Point Zscaler Posture 
Cloud

Zscaler Private 
Access

Threat Intelligence

AI Breach Prediction & Policy 
Recommendation Engine

Past 
Policies

Breach 
Prediction

Peer Best 
Practices

Security
Data Fabric

Policy 
Enforcement



Zscaler Breach Predictor 



Breach Probability After 
Initial Compromise 



Breach Probability After 
Initial Compromise 



Breach Probability After 
Lateral Propagation



Breach Probability After 
Lateral Propagation



Breach Predictor Malware & 
Exploit Tool View



Breach Predictor Malware & 
Exploit Tool View



Breach Predictor Malware & 
Exploit Tool View



Breach Probability As Data 
Exfiltration Starts



Breach Probability As Data 
Exfiltration Starts



Breach Probability As Data 
Exfiltration Starts



Breach Predictor Malware 
Attack Stages



Breach Predictor Malware 
Attack Stages



Breach Predictor Malware 
Attack Stages



Breach Predictor Malware 
Attack Stages
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4 Steps For A Cyber Attack

Internet

D
C

D
C

D
C

Internet

1 They find you (your exposed asset)

2 They compromise you

3 They move laterally to 
find high value assets

D
C

4 They steal data



Minimize Attack Surface Prevent Compromise Prevent Lateral Movement Prevent Data Loss



Minimize Attack Surface

Internet 

Data 
Centers

Users, Branches, 
Factories Public Clouds

Targeted 
Attacks

Public IP

VPN 
Vulnerabilities

Public IP

Known 
Vulnerabilities

Public IP

Private Apps Supplier Portal

SSL/TLS 
Risks

Public IP



Minimize Attack Surface

Internet 

Targeted 
Attacks

Public IP

VPN 
Vulnerabilities

Public IP

Known 
Vulnerabilities

Public IP

Private Apps Supplier Portal

SSL/TLS 
Risks

Public IP

1 Eliminate inbound VPN for 
remote users

2 Hide your attack surface behind 
the Zero Trust Exchange

3 Understand your attack surface

Data 
Centers

Users, Branches, 
Factories Public Clouds



Minimize Attack Surface



Prevent Compromise

Proactive In-line sandboxing 
& Browser Isolation

Secures All Communications
All Ports and Protocols

IoT/OTUser B2BApps

Phishing Attack

Malware Download

Internet

Identity 
Provider

Make sure you are inspecting 
encrypted traffic (TLS)

Require MFA with a hardware 
key for access to critical assets

Use a different vendor 
for the hardware key

1
2

3



In-Line Sandboxing Prevents Zero Day Threats

Malware Download

IoT/OTUser B2BApps

Secures All Communications
All Ports and Protocols

Internet



Stay Productive (and Secure) with Integrated Browser Isolation

Malware Download

Sandbox Analysis in progress

IoT/OTUser B2BApps

No active content 
downloaded

AI-Powered Isolation
Stream Pixels

Internet



Prevent Compromise



Prevent Lateral Movement

Pricing & Quoting

Restricted User Group

Mission Critical
AzureAWS

Sales Team

Remote Users

Data Center

Honeypot ITDR

HQ

Enable User-to-App Segmentation
AI-Powered Policy Recommendations 

Enable Zero Trust App 
Access in the Office 

Decoys catch attackers moving laterally
Use Honeypots

Find AD misconfigurations and 
vulnerabilities Privileged escalation

Implement Identity Threat 
Detection and Response (ITDR)

1

2

3

4



Zscaler Identity Protection Detects Credential Exposure



Zscaler Identity Protection Detects Credential Exposure



Zscaler Identity Protection Detects GenAI Credentials



Zscaler Identity Protection Detects GenAI Credentials



Zscaler Identity Protection Detects GenAI Credentials



Zscaler Identity Protection Detects GenAI Credentials



Zscaler Deception can Deploy AI Powered Honeypots



Zscaler Deception can Deploy AI Powered Honeypots



Zscaler Deception can Deploy AI Powered Honeypots



Deception Co-Pilot

UnlockedAI User

Zscaler Deception can Deploy AI Powered Honeypots



Deception Co-Pilot

UnlockedAI User

Zscaler Deception can Deploy AI Powered Honeypots



Deception can Deploy GenAI Infra Honeypots

Coming
Soon



Deception Can Deploy GenAI Infra Honeypots



Prevent Lateral Movement



Prevent Data Loss



Integrated Data Protection for All Data and All Channels

Web

Internet

SaaS

SaaS

IaaS

IaaS

Privat
e

Private

Endpoi
nt Email

Email

BYOD

Data in Motion

Unstructured Data Structured Data

All Channels

Data in Use

Data at Rest



95

Securing sensitive data from Generative AI

Internal 
source code

Confidential 
content creation

Sensitive 
analysis

Acme Workforce

Data Risks Public or Competitors ?
“Tell me about Acme” 

No Acme 
Intelligence

“Only what I can 
find on Wikipedia”

Control access

AI and ML Applications
URL Filtering Policy (All Apps)

Cloud App Control (ChatGTP)

Productivity and CRM

Secure Browsing
Browser Isolation

Block sensitive data

ChatGPT

DLP Inspection Policy

Prompt Visibility

Gen AI Security



322





Complete contextual visibility of Gen AI Prompts

Understand usage behavior Identify risky activities Make informed blocking decisions



Securing data from Gen AI Applications

99

Cloud App Control 
(with Browser Isolation)

+Add Cloud App Control Rule
+Add URL Filtering rule

URL FilteringDLP Inspection

+Add DLP 
Rule



ROHIT

Deputy CISO

KOHLI



Zscaler Zero Trust Architecture Powered by AI

With AI

Fight AI
Focus on the 
Zero Trust 

Architecture
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Thank You!


