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Leadership Roles
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Crossroads of AppSec & Gen-AI

Agenda

§AppSec under spotlight
§Gen-AI good, bad & ugly 
§AppSec on Gen-AI steroids
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AppSec Under The Spotlight

Application 
Security

SEC Ruling
Risk Management

Disclosure to 
stakeholders

Incident Response

Presidential Order
Proactive measures
Secure by Design

Zerotrust
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Current State of Applications Security

61%

97%
79%

• apps do not pass OWASP 
top 10 on 1st assessment

• of java applications 
contain known vuln in 3rd 
party component

• of Third-Party libraries are 
never updated after 
inclusion in a codebase

Ref: Veracode SOSS
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Current State Of Applications Security

92%

91%

67%

• of companies had a breach due to 
an application they developed

• of companies have 
knowingly released vulnerable 
applications

• of current applications are 
currently hosted in the cloud

Ref: Checkmarx
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Current State Of Vuln Exploitation

§ Verizon Data Breach 
Investigations Report (DBIR) 
2024, which analyzes 10,626 
confirmed data breaches. 

§ The latest Verizon DBIR 
shows that vulnerability 
exploitation as a method for 
criminals to attack 
companies with 
ransomware and extortion 
grew 180% in 2023.

https://www.verizon.com/business/resources/reports/dbir/2024
https://www.verizon.com/business/resources/reports/dbir/2024
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New Flaws Introduced, By Application Age
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Application Security Debt
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Remediation Challenges
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Velocity Issue

Today we are finding
software security flaws faster

than we can fix them
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Generative-AI (gen-AI)

good genie (gen-AI)

evil genie (gen-AI)
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Gen-AI Impacts
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Gen-AI Future
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Gen-AI Adoption
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To Go Faster Developers Leverage

open source

code repositories

large language models

code generators
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Case Studies
Cornell University Study 

on AI Code Generators
Stanford University Study 

on AI Code Generators
New York University Study 

on GitHub Copilot
Purdue University 
on ChatGPT accuracy

35%
Out of the 435 Copilot 

generated code snippets 35% 
contain security weaknesses, 

across 6 programming 
languages.

52%
52% of ChatGPT’s answers 

contain inaccuracies and 77% 
are verbose when answering 

software engineering 
questions.

39%
39.34% of the time users still 

prefer ChatGPT’s responses due to 
their comprehensiveness and 

articulate language style.

75%
75% of developers have said 
that GitHub CoPilot makes 

them code faster. 
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Large Language Models

Public GitHub 
Repositories

Open-Source 
Projects

Documentation 
and 

Comments

Thirds Party Code 
(License Risk)

Training 
Data Set

Large corpus of data 
that includes open 

web content.

ChatGPT

Code 
Generator

Bard

…

User Result

40%
40.73% of Copilot 

produced code contain 
known security 
vulnerabilities.

Large 
Language 

Model

…

User Prompt
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New Velocity Issue
We need to fix code at 
the same speed as we 
are generating code
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Gen-AI Driven Remediation – Veracode Fix

Intelligent 
Remediation 

Engine
Veracode Fix

Secure All
of Your 

Code
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Veracode Fix Approach

Training Data Set

User Result
Fix 

Suggestions
User Prompt

Intelligent 
Remediation 

Engine

Veracode
Fix

Proprietary
Data

Supervised
Learning

Veracode Curated 
Dataset

Code Provenance 
Assurance

Backed by 
Veracode's 

Intelligent Software 
Security Platform

Coverage for all 
that matters
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Attacking the SDLC

Ref: MIT Lincoln Lab
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Recommendations for Gen-AI and Code Security

Carefully consider the implementation details if you are thinking 
about leveraging AI for developing and/or securing code

Be aware of human biases that trick us into feeling overly 
confident about the correctness of AI-generated content

What LLM platform 
is used for training 

data?
Is that training data 

trustworthy?

Is any of 
intellectual 
property or 

sensitive 
information being 

leaked?

How accurate are 
the generated 

fixes?



© Veracode, Inc. 2024 Confidential 25

Takeaways

For Corporate

•Document Gen-AI policy & 
standards for clear guidelines of 
adoption.
•Build a virtual fence for your 
sensitive data.
•Mature 3rd party risk 
assessment program to perform 
due diligence against 
vendors/partners using Gen-AI.

For Code

•Align SDLC processes to 
incorporate Gen-AI code 
generators.
•Use purpose built LLM platforms 
instead of open-source.
•Track IP infringement, copyrights 
and licensing issues.
•Implement Gen-AI based 
remediation tools to overcome 
the tech debt.

Adversaries

•Train users for identifying high 
fidelity Gen-AI based phishing or 
deepfake attacks.
•Limit any data ingestions by LLM 
platforms which allows 
adversaries to infer intelligence.
•Secure your LLM platforms from 
compromise, poisoning or data 
exfiltration attempts. 
•Monitor malicious campaigns 
impacting the reputation & 
credibility of Organization.
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Heatmap
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Thank You


