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Robust API Security Governance - Requirements

Security Posture Risk Analysis Integratlons with

Management * Intelligent risk assessment API Catalog and lifecycle

. Continuous endpoint monitoring Quantifiable risk (scoring) Management system
Data-driven decision-making * And with other systems such as

to ensure adherence to secure
defaults

* Real-time security alerts

* Proactive risk identification &

Observability & ASPMs
*  Vulnerability Management &
Incident Response processes

remediation
Reporting API Traffic Intuitive Interface
»  Customizable security metrics *  Visual API relationships in a call * For developers and security pros
« Instant compliance insights flow * Role-based access & views
+ Real-time gap identification « Efficient troubleshooting +  Comprehensive documentation &

support
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HAPI Capabillities

Allows for defining enterprise level API security policies for consistency &
enforcement

Integrates with multiple components of the API tech stack (cloud & on-prem)
including source code, build time, deployment and runtime components to
create E2E flow tracking

Analyzes configuration information against policy definition for adherence
Creates Al based risk scoring to create API & app level risk posture

Integrates with standard vulnerability management process to prioritize
remediation

Provides actionable remediation & mitigation guidance for failed policies
improving developer productivity & reducing time to compliance
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HAPI System Design

Category Based: it is a simpler version of
the policy based one. We group the

DATA_CLASSIFICATION = 0I1,
HIGH_CRITICAL_VULNERABILITIES = 0l1,

;T?hicz:ztlii:i?;ufézg ( ) Category Based Scoring Mechanism
. for api.tiaa.org/fdx/v1/accounts
by traversing all nodes S
connected to it A A (better explainability)
i TLS, Rate Limiting, Bot Mgr, etc RouteConfig, mTLS, JWT  Scan withl Snyk, etc Auth N and Z 20%
i Encryption 20%
\—\l/ : Vulnerablity Mgmt 20%
A4 " : Rate Limiting 10%
( 2 api.tiaa.org N Monitoring and o
X — : ] L 10%
\3 Japii . S ' Observability
, : ‘ : Score 100%
Public Internet Akamai F5 Kong Istio Container .
/apiiv1 /apiv1 Japiivi1 lapiiv1 /apiiv1 !
i H Risk Based Score Mechanism
"""""""" l E for api.tiaa.org/fdx/v1/accounts
API Score Types H (better explainability)
InheritRiskFeatureScore = [
There are 3 different API score types: deploy, IS_EXTERNAL =01,
! - ] IS_SOX_RELEVANT =0I1,
o Policy Based: it is the sum of all the mTLS, JWT, Rate Limiting Only TLS and _mTLS, etc. IS_SAS_70_RELEVANT = 01,
policies attached to each node in the Scan with Twistlock, etc IS_TCFR_RELEVANT = 0l1,
graph. : HANDLES_PIl = 0l1,

policies into specific controls toincrease | HESESS 000 . > )\- I ]
explainability and simplicity. /7 APIRiskScore = CategoryBasedScore * (
« Risk Based: this is the combination of the 1 - (InheritRiskFeatureScore / InheritRiskFeatureScoreLength)
category based score and risk features Ping Configs & Controls TraceableAl )
like: is_external, handles_pii, API Findings and Posture
data_classification, etc. at Kong, Istio, App Level Note: the features are extracted from the enterprise risk database, and

overridden by the HAPI findings.
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Reports & Dashboards

HAPI has a proprietary query language that allows developers and security
analysts to prototype reports and dashboards with ease to dissect data from

multiple viewpoints

Data exploration is key to reporting. By searching for an application or an
API, the user gets an end-to-end graph with all the nodes attached to the
request path; from an Akamai endpoint all to the way container, image, git
repo, vulnerabilities, etc.

Provides a graph view of E2E deployment stack to identify vulnerable
components as well as risk exposure

Application Details page provides actionable intelligence to APl developers
for mitigating against failed policies
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Application Detalls Page

@ HAP! Dashboard Al CMD8 Applications Public Endpoims AWS 2.0 K85 Clusters Securmy Pelicies Reports

Application Detalls Score Policles Evaluation Fallures by Severity

Policy Fvals
@ (et mon

15 [179 |84 42 10126 4 2

Application Name  MyTIAAFDXAP!

on Falures @ critical @ high @ medium @ low @ ouan

Application ID 756-53

Patki, Bhupesh
ontact Inoa Capellan, Tania

Platform my

API Endpoints

ndpoints v Host: w,diz-gw.diz-gw-cita sve cluster loca 4-diz-prod-east-1
Description Datasets Content Types
Account sur y In FDX V4.6 Farmat AA Sensitive Critical NA spplicstion/jso
uniD} Account balance and investment response in FDX V4.6 Format NA applicationfjson

Yaccountsj{sccountiD)tras

Transaction response for Al FO 5 Format NA applicationy]s
v ouns Account summary in FDX V5 Format ensitive Critical NA3pp

coounts/faccount Account balance and investment response in FDX V5 Format NA applicationyj

ceountsfsccountid

Transaction resp NA spplicationyjso

privatejpartd gorefmgmtap

lgetAgy AA Sensitive Mediur appicationfson

API Security General Controls
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Application Network Topology View

Security Policies  Reports

Production Inventory CMDB Applications Public Endpoints AWS 2.0 K8s Clusters

@ HAPI Dashboard

Application Details Network Topology
Name:
mytiaafdxapi
Type:
cmdb_apps s

Senices  ygs_deployments

Jdiz-prod.east-1 _fouter-default

Controls vt nsrress ‘ocpa dizproc-sast 1

Contre tiaa.org
o : /! @ (*
hap¥outbound>ealls b
@ Dpag Mode 5 o ondpdii\. CN=". ap;;p{ lz-prod GMM% 4

Disable All Filters

Hide Unresolved IPs S . ( :
® onice) ‘_ ks degloMis hapl outbound.calls . cong
/ akamal _endpns waygiiihe,ons g eral, OB aer-1 aws tiaa-cret.org
Toogle Particle Animation ( ( /accounts/{accou o Gl A orvices ocpd-dizprod
i 1
'\ Lk ly dlz‘_‘;:f’d',‘”“"&cpd i prod-we 4 fitmily
internet akamai_Ndts A\ \- a - fdx-cha
Advance Filters v geme At A b i S —
N \ _services
A ~ 8s_deployments
i kamai_endpoifits _ ressgateway-top. "=
Advance Functions < b /Véﬁicct?urllls : dfiRixapi fqxctta mesh m:p4 -dlz-prod- 7@;‘3,1‘@ B8 soriioes acp,,‘ ,Z_p,g?;:s(_ Oc& m?r.eps’z%(:l;w;¥
mytiaafdxapi-vs aafdxapl ygs doployments 4 istio-system
P

pi.tiaa.org ocpd-diz-| prod -east-
diz-gw-clta bopé- ‘é’x c‘,’{’ -east-bop aamxapl -2024-09-3-4

Failing Policies v A fdx-cta fdx-dr d-diz-prod-west1 &
fdx-dr 3 \ 4

o ) hapi_outbound_calls
N:my"ﬂB-MUIegmew@N %}Cﬁa‘?rsriu sgg‘gv‘gy-mn.ops.linacrelorg

akamai_endpoints
iduslacoounts/accountiD}
api.tiaa.org
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Operationalizing HAPI

* Integrated with enterprise maturity scoring to bring visibility
* Available as a self-service tool to all APl developers to self-remediate issues

- Categorizes policies & remediation at app level vs platform level for clear
accountability

« Feeds into enterprise vulnerability management system for prioritization
based on risk scoring

* Fine tune policies to detect common security configuration issues for
consistent enforcement eg: all APIs should have SAST & DAST enabled
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Challenges operationalizing HAPI

«  Complex deployment architectures including cloud and legacy on-prem
deployments

—  Prioritize key components of the tech stack

« Accrued tech debt over years with budget constraints to fix legacy problems

—  Use risk based approach to mitigate problems
« Multiple components/layers in tech stack with multiple owners and no single
point of responsibility

— Leverage enterprise inventory systems for coordination
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