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Regulatory Compliance



High Cybersecurity Spend            Attacks Continue Unabated

620+ Million
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Ransomware Still on a Tear2

1. Gartner Forecast: Information Security and Risk Management, Worldwide, 2022-2028, 1Q24 Update, March 2024.
2. Mid-Year Update: 2022 SonicWall Cyber Threat Report: Global Ransomware Attacks in 2021.

Worldwide Security Spend is Up1
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D.E.F.E.N.D.        AI Enabled Advanced Threats



Realign Focus from 
Attack Prevention.



Focus ono
Cyber Recovery.
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Readiness for Cyber Recovery
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Focus on Cyber Recovery Time Objective
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Cyber RTO Extends RTO up to 100x
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When Breached, Companies Are 
Down for Weeks.



D.E.F.E.N.D.

Data Exfiltration Focus with Effective Network Defense
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Legacy Backup & Recovery            D.E.F.E.N.D. Architecture
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D.E.F.E.N.D Architecture Delivers 100x Faster Cyber Recovery
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Before D.E.F.E.N.D.

Business as usual 💰💰💰 Operations down, financial losses 🔥🔥🔥
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After D.E.F.E.N.D.
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Data Protection Data Threat 
Analytics

Data Security 
Posture Cyber Recovery

Threat 
Monitoring

Threat 
Hunting

Sensitive Data
Monitoring

User Intelligence

Threat 
Containment

Cyber Recovery
Simulation

Cloud 
Data Protection

Enterprise 
Data Protection

SaaS 
Data Protection

Unstructured Data 
Protection

Anomaly 
Detection

Enterprise 
On-prem

Cloud

SaaS

Unstructured Data

D.E.F.E.N.D. Platform = DSPM + Cyber Recovery

Native Data Threat Engine

Automation APIs Crowdstrike

Zscaler

Palo Alto Networks

CYBER 
INTEGRATIONS
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D.E.F.E.N.D. Security Value
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D.E.F.E.N.D. Benefits

Cyber Recovery

“Speedy Recovery is Critical. No Payment to 
Cyber Criminals

Cloud Cost Reduction

“Cloud Expenses are Reduced. 
SaaS Backups Are Consolidated.”

Cyber Resilience

Minimize Breach Impact
  

(DSPM)

“Minimized sensitive data exposure and user 
access.”



Bunker-in-a-box
Hardened Secure Linux Build

Vendor Patched & No Shell Access
IPMI/OOB Mgmt Disconnected

Secure AD User/Group Logins & RBAC
   - Integrate into RSASecurID, Duo, anything SAML2.0 compliant
   - Multi-factor on all AD integrated logins, alerts/syslog for failed logins
   - RBAC, read-only admins, least privilege access & API tokensEnd-to-End Encryption

Immutable File System

End-to-End Encryption
   - All data encrypted in-flight using TLS 1.2 SHA-512 hash
   - All data encrypted at-rest to FIPS 140-2 Level 2 RSA 2048-bit key
   - Key mgmt using TPM or KMIP for key rotation
   - No internal NFS/SMB, no ability to spoof, intercept or read from network

Secure Local Admin Logins
   - Built-in TOTP (Time-based One-Time Password)
   - Secure local accounts in minutes any Android/IOS device
   - Removes backdoor of local account access, also applies to SSH
   - Required account for recovery in event of attack (AD compromised)

Logical Air Gap + Immutable + Encryption + Secured Logins + Retention Lock + NTP Protection
= Impenetrable From Ransomware Attacker

Secure AD Logins with MFA & RBAC

Secure Local Users with TOTP

Retention Lock 

Retention Lock (support driven process)
   - Prohibits backup admin from expiring backups prematurely
   - No removal of replication, archiving, re-assign, shorten of retention
   - Prohibits all node/cluster resets & NTP poisoning/drift (monotonic clock)
   - Cohasset validated - SEC 17a-4(f) & FINRA 4511(c) compliant

No 3rd Party Apps

Zero Trust Data Management
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AD is now the #1 target for cyberattackers  
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Simplify Disaster Recovery Planning
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Prevent Malware Reintroduction
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Automate AD Forest Recovery
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Widespread attacks that exploit Active Directory can 
cripple your organization. 

When a ransomware or wiper attack takes out domain 
controllers, recovering your AD forest can drag on for 
days or even weeks, risking malware re-infection in the 
process. 

Active Directory Forest Recovery (ADFR), you’ll be 
back in business in minutes or hours rather than days 
or weeks.
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If you’ve lost AD, you’ve lost your business. 
It’s that extreme. 
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