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GENPACT

InfoSec360 — An In-house Security Metrics Platform for
Sharper Visibility, Faster Insights, Better Outcomes
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You cannot protect, what you cannot see...

 |neffective and laborious security metrics program due to -

Point in time Complex data Manual data Multiple data
data structures correlation sources and tools
Delayed defect Complex IT team structure —

prioritization, remediation multiple stakeholders Budget constraints
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If you want a thing done well, do-it-yourself...

* InfoSec360 - a metrics dashboard that truly work for us

[ Secure APIs for data extraction from multiple (] The platform correlates data points from multiple
i Data g e i ;
tools & near real-time data Holistic View domains - providing a holistic view of security
posture

Consolidation

[ Power Bl for dashboarding and Azure for data
management

n MS SQL, DML & DAX queries, ETL pipelines for n Dashboards structured to showcase defense-in-

automated dashboards with minimal manual . . . depth view with Role-Based-Access to view
intervention Automation J Customization relevant information tailored to specific needs

[ Metrics ‘use-cases’ designed for us, by us
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Proof of the pudding is in the eating...

* Immediate benefits realized through InfoSec360

Visibility to privilege access governance Visibility to cloud misconfigurations

(] 50% domain controllers not (] Facilitated timely remediations
governed through PAM tool = Reduced high / medium severity SLA breach

(] 27% PAM groups with excess from 72% to 38%
privileges
Visibility to alert / incident lifecycle management Visibility to service accounts
(] Identified process gaps which led to reduction in [ 66% unused serviced accounts identified

lerts/ incident 9 .
open alerts/ incidents by 60% [ 27% service accounts’ password was set to

‘never-expire’
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InfoSec360 — Platform Demo
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Contact Us

* For queries/ insights, please write to:
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mailto:rohit.kohli@genpact.com

