Offensive Al verses
Defensive Al in Email
Phishing Attacks ...

Is this a fair fight? David Van Allen, CEO
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“While Al is effective, it's not foolproof.
Phishing attacks are constantly
evolving, and sophisticated attackers
may craft emails that can bypass Al
filters. Therefore, a multi-layered

approach that includes user education,
Al tools, and traditional security
measures is the most effective
defense.”
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Document £-Signing Request

Document Signing Request

[Ta(uc: Link | Threat: Amarok Locker Ransomware | SEG:!

Tactic: Link | Threat: Python Based Information Stealer | SEG:
l I
Phishing Email Example Description:

Phishing Email EXGITIp'C Description: Legol-themed emails found in environments

Document-themed emails found in environments protected by-e“"er Amarok Locker

protected by Ransomware via an embedded URL.

deliver a VBS script via an embedded URL. The
VBS script delivers a Python based Information TYPE: AMAROK LOCKER RANSOMEWARE

Stealer with a second stage.

TYPE: PYTHON BASED INFORMATIN STEALER THEME: LEGAL

POSTED ON: JULY 5, 2024 TACTIC: LINK

THEME: DOCUMENT

Tactic: XLS Attachment | Threat: Credential Phishing | SEG:

Phishing Email Example Description:
Finance-themed emails environments protected by

deliver
Credential Phishing via a link embedded in an
attached Office Document.

TYPE: CREDENTIAL PHISHING

POSTED ON: JULY 1, 2024

TACTIC: XLS ATTACHMENT THEME: FINANCE
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File Message Developer Help Q Tell me what you want to do
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Reply Reply Forward EQD More~ p‘JunkV Delete Archive Assign Mark Categorize Follow Report
All e Policy ¥ Unread v Up~ Phishing

Respond Delete Tags N Cofense

Q3 CONTRACT0399 TERMS AND CONDITION.

= ~ S ; y —> Forward vee
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Q3 Contract1306 T&C.pdf o
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Hell o

Please see attached 3rd QUATER CONTRACT TERMS AND CONDITION for the year 2024 for your review and signature k

Should you have any questions, please do not hesitate to contact me <
Regards. h

Tactic: PDF Attachment | Threat: Credential Phishing | SEG:
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@ Message ChatGPT

say thank you like you really mean it

&) Thank you so much! | truly appreciate it.
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