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What's happening in the security department?

Source: CSO Security Priorities Study, 2024

735%

of security decision-makers say
that understanding which
security tools and solutions fit
best within their company is
becoming more complex

Question: Please rate your level of agreement with the following statements:

CSO

67%

of organizations are aware of
what caused data security
incidents they have experienced
over the past 12 months.

59%

agree that their responsibilities
include addressing information
security issues outside of their
country or region




The role of the security decision-maker is expanding

Top five responsibilities they are taking on:

0,
7 2 O . Cybersecurity strategy and policy development

of security decision-makers . Risk management

say that their role has
expanded to include

additional responsibilities . Innovation and emerging technologies
over the past 12 months

. Securing Al-enabled technology

. Security architecture and technology updates

Question: Has your role expanded to include additional responsibilities over the past 12 months? AND What additional responsibilities have you taken on in your role?
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Key security priorities organizations are focused on

Strengthen protection of confidential and sensitive data
Upgrade IT and data security to boost corporate resiliency
Secure cloud data and systems

Enhance security awareness through end-user training

Simplify IT security infrastructure

Question: What are your organizations top security priorities for the coming year?

‘ SO Source: CSO Security Priorities Study, 2024

40%

37%

34%

31%

27%



Top five challenges inhibiting security goal achievement

1 2 3 4 o

| |
Lack of sufficient Too many competing Employee awareness  Organizational/ Employee retention and
budget priorities and training issues cultural barriers hiring skilled and

qualified workers

1 2 3 4 5

™ I ]

(a]

8 Meeting governance Budgetary constraints/ Employee awareness T audit Unanticipated business
and compliance demonstrating ROI and training issues risks (pandemic,
regulations business interruption,

workforce changes)

Question: What challenges are keeping you from achieving your security goals?
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Security’s role

within the
organization




Investing in executives to support security initiatives

Overall

No Yes, any

67%

Question: Does your company have a CISO, CSO or top security executive? (Please select all that apply)

‘ SO Source: CSO Security Priorities Study, 2024

CISO

CSO

Top security
executive

7%

46%



Reporting structure of security executives

CEO 51%
59%
Chief Risk Officer
Divisional CIO say th.at spn:neone on thei_r
s specfic responsility or
oversight for cybersecurity or
Other cybersecurity management

Question: To whom does your CISO, CSO or equivalent report, directly and indirectly?
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Growing engagement with Board of Directors

66%

agree that their
engagement with the

Board of Directors helps

improve cybersecurity/
security initiatives

92%

of top IT security
executives have
engagement with their
Board of Directors

Up from 85% in 2023

Yes, engages multiple times
a month

Yes, engages once a month

Yes, engages once a quarter

Yes engages once a year

Has little to no engagement
with the Board of Directors

Question: Does your CSO/CISO/top security executive have regular engagement with the Board of Directors ?

CSO

Source: CSO Security Priorities Study, 2024

39%
26%

24%
22%

21%

30%
8%
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Security budgets expected to increase or hold steady

Decrease
1,000+ 2%
<1,000 2%
Remain the same
1,000+ 46%
<1,000 63%
43%
Increase

1,000+ 52%
<1,000 35%

Question: Do you expect your organization’s overall security budget to increase, decrease or remain the same in the next 12 months?
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Researching and piloting solutions to meet security goals

Al-eetied tochnelogy S 0%
SOAR (Security Orchestration, Automation and Response) 13% 2% 12%
Docpton Technology 2 [ 1%
Zero trust technologies 17% _ 12%
Do Secps adopton 1o R
Cloud-based cybersecurity services 12% _ 13%
SASE (Secure Access Service Edge) 15% 2w 12%
Cloud access security brokers (CASBS) 13% % 1%
XDR (Extended Detection and Response) 14% _ 13%
Customer Identity and Access Management (ClAM) 13% _ 15%

Identity threat detection and response (ITDR) 15% 14%
Cloud data protection (protecting data in the cloud) 14% 15%
Cloud posture management tools 15%
Data analytics 12% 17%

13%
21%
25%
16%
23%
14%
23%
25%
18%
17%
15%
14%
22%
14%
16%
15%

®0n my radar or actively researching Piloting  ®In produdion Upgrading/refining Not interested

Question: Which option best describes your current activity for each of the following security solutions, services, or models?

‘ I,SO Source: CSO Security Priorities Study, 2024



Al-enabled security tools see the greatest increase in spending
25% 4% 2% 9%

Data analytics 41% 42% % 5% 5%

5% 3% 3%

Cyber risk insurance 37% 44% 6% 8% 4%
Access controls 36% 55% 1% 2%2%

Al-enabled technology 49%

Application development seaurity 38% 50%

%
A%
% ]
e
%
Security education/awareness training 53% 4% 5% 3%
Authentication (mutitactor .. ||| T 53% 5% 5% 2%
Security evaluation services provided by third-parties (e.g. 48% - 6% 5%
Cloud data protection (protecting data in the cloud) 48% - 7% 8%
Cloud-based cybersecurity services (security solutions.. 48% - 7% 6%
Cloud infrastructure manage ment te chnology 50% - 6% 6%
Zero trust technologies 45% - 8% 11%
Software winerability scanning/testing 54% 5% 6% 4%
Cloud access security brokers (CASBS) 44% 5% 1% 9%
Incident response 55% - 5% 4%
Data access govemance 51% - 6% 6%
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Remain the same ®Deaease = New category now/potential newinvestment  Potential new investment area in the future

Question: Please describe how your company’s level of spending in the following areas will change over the next 12 months.
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Planning to outsource these security functions

Threat detection and response

Security awareness training

Security operations center

Threat inteligence

Vulnerability assessment/testing

Backup and recovery

Cloud security management

Infrastructure protection (Firewall, IPS, DDoS, VPN)

Data protection/encryption

Log management and analysis

24%

23%

23%

22%

22%

22%

21%

21%

18%

17%

2%

will outsource security
functions to a managed
security services provider
or other third-party in
the next 12 months

Question: Which of the following security functions will your organization outsource over the next 12 months to a managed security services provider or other third-party (not including SaaS)?
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Activity around
Al-enabled
security solutions




Security buyers more likely to consider Al security tools

959%

Question: Please rate your level of agreement with the following statements:

CSO

Source: CSO Security Priorities Study, 2024

of security decision-makers say that their
organization is more likely to consider a
security solution that uses Artificial
Intelligence (Al)

Up from 52% in 2023



Many plans to leverage Al in security technologies

Malware detection 26% 36% 15% 8%
Threat detection 24% 40% 13% 8%
Automation — alert and triage 23% 39% 14% 9%
Data loss prevention 20% 34% 16% 8%
Real-time risk prediction 20% 38% 16% 8%
Improving enterprise system visbility 20% 33% 17% 10%

Incident response 19% 35% 15% 9%

Authentication 19% 29% 17% 8%

u Currently leveraging Al Planning to leverage Al ®No plans to leverage Al ® Don't know Not applicable

Question: In which areas are you leveraging or planning to leverage Artificial Intelligence (Al) in your security technologies?

‘ I,SO Source: CSO Security Priorities Study, 2024



And they’re expecting their vendors to add Al enhancements

Don’t know We expect Al enhancements

as part of our existing
security solutions without
additional charges.

11%

We are not willing
to pay more for Al-
enabled security
solutions.

We are willing to pay a premium for
Al-enabled security solutions that
meet our specific security needs.

33%

1,000+ 38% <1,000 27%

Question: What is your organization's stance on investing in Al-enabled security solutions?

‘ SO Source: CSO Security Priorities Study, 2024



Benefits from Al-enabled security tech

Reduced employee workload

Faster remediation of threats

Faster identification of unknown threats

Improved vulnerability management

Al can sift through large amounts of data faster than previous solutions
Eliminates time consuming tasks

Accelerates detection and response times

Allows our security organization to be more proactive

Better network monitoring

Improve enterprise visibility

Better network and systems visibility

Re commends appropriate vulnerability resolutions that speed
reme diation

44%

Question: What benefits are you currently seeing from Al-enabled security technologies utilized by your organization?

‘ SO Source: CSO Security Priorities Study, 2024

8%

have seen benefits
from the Al-enabled
security technologies
utilized by their
organization

Up from 72%
in 2023
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Top 10 leaders in Al-enabled security

Question: Which technology providers do you consider to be leaders in Al-enabled security? AND In the prior question, what were the most important factors in your decision to select a provider as a leader in Al-enabled

security?

CSO

= @ X el s Y

0.

Microsoft

Cisco

Google

CrowdStrike

Cloudflare

Abnormal Security

IBM Security

Broadcom (formerly Symantec)
Akamai Technologies

Palo Alto Networks

Source: CSO Security Priorities Study, 2024

Based on these factors:

Business value of the solution

Security incident record/reputation

Cost/pricing

Product innovation

Name recognition

Age of technology/company

Peers usethe technology

Time to integrate

42%
36%

36%
34%
23%
22%
21%
19%
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Al-enabled security vendors currently in use

Microsoft
Cisco 20%
Google 14%
CrowdStrike 13%
Broadcom (formery Symantec) 13%
Abnormal Security 13%
Akamai Technologies 1%
Cloudflare 1%

Check Point Software Technologies 11%

Carbon Black (VMware) 10%

Question: Is your organization currently using Al-enabled security products from any of the following vendors?

‘ SO Source: CSO Security Priorities Study, 2024

27%
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Higher use among enterprise organizations

Microsoft

Cisco

Broadcom (formery Symantec)
CrowdStrike

Google

Akamai Technologies
Abnormal Security

Check Point Software Technologies
Carbon Black (VMware)
Cloudflare

Palo Alto Networks

IBM Security

Fortinet

14%

18%
8%

18%
9%

17%
1%

16%
7%

14%
1%

14%

8%

14%
7%

13%
9%

12%
5%

11%
4%

10%
7%

Question: Is your organization currently using Al-enabled security products from any of the following vendors?

Source: CSO Security Priorities Study, 2024

CSO

25%
26%

28%

m 1,000+
<1,000



Conclusions

| |

One-third of companies Despite too many To assist with their IT leaders are More than half are

are not aware of what  competing priorities initiatives, top security  addressing security likely to consider a
caused their data challenging businesses execs have regular risks by investing in security solution that
security incidents over  from achieving their engagement with their  new solutions and uses Al, but vendors
the past year, and security goals, security Board of Directors. This increasing spend on must step up and offer
three-quarters say it's  decision-makers are relationship has what they have in their insight into business
becoming more aiming to improve the  significantly grown in current security stack.  value of the solution,
complex to understand protection of sensitive  the past year, further Al continues to be security incident record,
their security tech data and corporate proving security’s sought after and shows cost, and innovation.
stack. resiliency. spotlight. clear benefits.

CSO ’



