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CSO Online: Security at the speed of business

Designed for Chief Security Officers (CSOs) and
other security professionals, CSO provides
. mformatlon on cybersecurity trends, best
i practices, and industry news.
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CSO S Topics  Events

Feature Feature
What's old is new again: Al is bringing XSS vulnerabilities
back to the spotlight

By Cynthia Brumfield
Oct 10, 2024 - 10 mins

Feature
Cyber insurance explained: Costs, terms, how to know it's
right for your business

By Mary K. Pratt, Michael Hill and John Leyden
Oct 10,2024 « 14 mins

News
APT group GoldenJackal deploys backdoors to air-gapped
systems

By Lucian Constantin
Oct 09, 2024 + 7 mins

- E s

Top 6 IDS/IPS tools — plus 4 open-source alternatives
Microsoft October update patches two zero-day

An intrusion detection or prevention system can mean the difference between a safe network and a nasty breach. We've rounded up some of the e v . :
vulnerabilities it says are being actively exploited

best and most popular IDS/IPS products on the market.
By John E. Dunn

By David Strom
Oct 09, 2024 + 4 mins

Oct 10, 2024 - 11 mins
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More security news

By Lynn Greiner
Oct 11,2024 + 1min

Cloud Security

News
More than one-third of cloud environments are critically exposed

Areport based on telemetry from Tenable's cloud security customers discovers that 74% have publicly exposed storage or other misconfigurations, opening the

door to cyber criminals.
By Christine Wong

Oct 11,2024 « 12 mins

Feature

What is phishing? Examples, types, and techniques

Phishing is a type of cyberattack that uses disguised email to trick the recipient into giving up information, downloading malware, or taking some other desired

action.
By Howard Solomon

Oct 10,2024 + 3 mins

News

Moxzilla reveals critical vulnerability in Firefox
Browser needs to be updated to fix a zero-day bug that’s already being exploited.
By Michael Cooney
Oct 10, 2024 « 1min

Network Security

News
Juniper extends security platform to streamline threat detection, incident response

Tighter integration among Juniper's Al-driven security products is aimed at promoting consistency in security policies and strengthening collaboration between

networking and security teams.
By Gyana Swain

Oct 10,2024 + 4 mins

News
Star Health Insurance CISO sold customer data, hacker claims

The insurance firm's CISO took $150,000 for selling 7.24 terabytes of data, according to the hacker who said the company’s senior management was involved in

the data breach.
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FOUNDRY

Formerly IDG Communications

ClIO  COMPUTERWORLD CSO InfoWorld Macworld

NETWORKWORLD PCWorld TECH ADVISOR #ZTechHive
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InfoWorld Macworld NETWORKWORLD PCWorld TECH ADVISOR ZTechHive

Business technology leadership

The CIO brand provides technology marketers with a unique opportunity to reach
an audience of more than 4 million chief information officers and IT thought
leaders, who have significant buying power in 72 countries.
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CIO  COMPUTERWORLD CSO InfoWorld Macworld NETWORKWORLD PCWorld TECH ADVISOR ZTechHive

COMPUTERWORLD
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Making technology work for business

Computerworld is trusted by an audience of 12 million enterprise-level IT
managers, in 47 countries, for industry insight, a peer perspective on IT
leadership and real-world strategies for implementing technology solutions.
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CIO  COMPUTERWORLD CSO InfoWorld Macworld NETWORKWORLD PCWorld TECH ADVISOR ZTechHive

Building the nextgen enterprise

InfoWorld is the go-to resource for developers, architects and business leaders
launching next-generation initiatives on scalable cloud platforms. InfoWorld

Infoworld serves those determined to seek business advantage by staying ahead of the
technology curve.
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CIO  COMPUTERWORID CSO InfoWorld Macworld NETWORKWORLD PCWorld TECH ADVISOR ZTechHive

From the data center to the edge

Network World is the premier provider of information, intelligence and insight for
over 2 million network and IT professionals in 14 countries.

NETWORKWORLD
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S Topics  Events

News
Do the Marriott cybersecurity settlements send the wrong
message to CISOs, CFOs?

By Evan Schuman
Oct 10,2024 + 10 mins

News
Admins warned to update Palo Alto Networks Expedition tool
immediately

By Howard Solomon
Oct 10,2024 + 3 mins

Network Security | | Vulnerabilities

News analysis
Attackers are using QR codes sneakily crafted in ASCIl and
blob URLs in phishing emails

By Lucian Constantin
Oct 10, 2024 - 5 mins

ol l(\ A
6 biggest healthcare security threats

What's old is new again: Al is bringing XSS vulnerabilities

Healthcare organizations can expect ransomware, botnets, cloud misconfigurations, web application attacks, phishing, and smart devices to be q
back to the spotlight

their top risks.
By Cynthia Brumfield

By Jaikumar Vijayan and John Leyden
Oct 10, 2024 - 10 mins

Oct 11,2024 + 12 mins
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CSO Editorial Staff

Jason Snyder: Executive Editor
Andrew Flynn: Regional Executive Editor
Samira Sarraf: Regional Editor
Peter Sayer: Executive Editor, News
Varun Aggarwal: News Editor, APAC
Lucian Constantin: Senior Writer

John Leyden: Senior Writer
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CSO Editorial Staff
Samira Sarraf

Regional Editor for Australia and New Zealand

Samira Sarraf covered technology and business across the IT channel before managing the enterprise IT content for the ClO.com, CSO Online,
and Computerworld editions in Australia and New Zealand. With a focus on government cybersecurity and policies, she is now an editor with
CSO Online global.
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CSO Editorial Staff
[L.ucian Constantin
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CSO Editorial Staff
John Leyden

Senior Writer

John Leyden is a senior writer for CSO Online. He has written about computer networking and cyber-security for more than 20 years. Prior to the
advent of the web, he worked as a crime reporter at a local newspaper in Manchester, UK. John holds an honors degree in electronic engineering
from City, University of London.
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CSO Editorial Staff
Andrew Flynn

Regional Executive Editor for North Atlantic

Andrew Flynn manages enterprise IT content at CSO Online. Before joining Foundry, he worked at Business News Network, Financial Post, and
the Canadian Press.
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Foundry B2B News Team

Peter Sayer

Varun Aggarwal: APAC News Editor
Shweta Sharma: Senior News Writer
Gyana Swain: News Writer
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More than 100 Freelance writers and columnists
Articles by Cynthia Brumfield

Filter by

All  English  German

; ( n;j(tl‘. 4

CISOs to grapple with a Ransomware whistleblower:
thicket of emerging Columbus could have avoided
regulations after Newsom its mistakes

vetoes California’s Al bill

News analysis News analysis

By Cynthia Brumfield
By Cynthia Brumfield Sep 17,2024 - 14 mins
Feature Sep 30,2024 + 9 mins

What's old is new again: Al is bringing XSS
vulnerabilities back to the spotlight

Cross-site scripting vulnerabilities (XSS) have vexed cybersecurity professionals for
30 years. Following a CISA and FBI alert, experts say unless these flaws are fixed
soon, Al models may ingest and perpetuate them.

By Cynthia Brumfield

Oct 10, 2024 - 10 mins

| €S0 and CISO | ‘ Security Practices | ‘ Security Software
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More than 100 Freelance writers and columnists
Christine Wong

Articles by Christine Wong

Filter by

Al English  German

CSO

Feature

2024 Olympics put
cybersecurity teams on high

Analysis

Anti-Mitarbeiterbindung: Was
toxische CISOs anrichten

alert By Christine Wong
By Christine Wong Jul 26,2024 + 7 mins
Jul 29,2024 + 9 mins

Cybersecurity vet Madison Horn makes her
bid for US Congress

As a Cherokee Nation citizen and woman, the seventh-generation Oklahoman is
looking to represent the same diversity she did in cyber while promoting a
strengthening of US cyber security and regulation.

By Christine Wong
Sep18,2024 - 8mins
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More than 100 Freelance writers and columnists

Joe Sullivan

Contributor

Joe Sullivan is a former federal prosecutor and former CSO for Facebook, Uber, and Cloudflare. He currently runs the non-profit Ukraine Friends.

Susan Bradley

Contributing Writer

Susan Bradley has been patching since before the Code Red/Nimda days and remembers exactly where she was when SQL slammer hit (trying
to buy something on eBay and wondering why the Internet was so slow). She writes the Patch Watch column for Askwoody.com, is a moderator
on the PatchManagement.org listserve, and writes a column of Windows security tips for CSOonline.com. In real life, she's the IT wrangler at her
firm, Tamiyasu, Smith, Horn and Braun, where she manages a fleet of Windows servers, Microsoft 365 deployments, Azure instances, desktops, a
few Macs, several iPads, a few Surface devices, several iPhones and tries to keep patches up to date on all of them. In addition, she provides
forensic computer investigations for the litigation consulting arm of the firm. She blogs at https:, askwoody.com/tag/patch-lady-posts/ and
is on twitter at @sbsdiva. She lurks on Twitter and Facebook, so if you are on Facebook with her, she really did read what you posted. She has a
SANS/GSEC certification in security and prefers Heavy Duty Reynolds wrap for her tinfoil hat.
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More than 100 Freelance writers and columnists

Christopher Burgess

Contributing Writer

Christopher Burgess is a writer, speaker and commentator on security issues. He is a former senior security advisor to Cisco, and has also been a
CEO/COO with various startups in the data and security spaces. He served 30+ years within the CIA which awarded him the Distinguished Career
Intelligence Medal upon his retirement. Cisco gave him a stetson and a bottle of single-barrel Jack upon his retirement. Christopher co-authored
the book, “Secrets Stolen, Fortunes Lost, Preventing Intellectual Property Theft and Economic Espionage in the 21st Century”. He also founded
the non-profit, Senior Online Safety.

in X

Deb Radcliff

Contributing Writer

Deb Radcliff is an investigative journalist and analyst focused on computer crime and security. She is author of the popular cyber thriller series,
“Breaking Backbones,” available at Amazon
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Editorial Excellence

oun
Formerly IDG Communications

Dozens of experienced, award-winning journalists
Focused across the spectrum of B2C and B2B tech issues
Commitment to the highest editorial standards
Independent and content-driven coverage

Free from editorial interference

Covering the news and information IT professionals need
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Feature Neus
Do the Marriott cybersecurity settlements send the wrong
message to CISOs, CFOs?
8y Evan Schuman

0ct 10,2024 « 10 mins

News
Admins warned to update Palo Alto Networks Expedition tool
immediately

By Howard Solomon
0ct 10,2024 + 3mins

r—
Attackers are using QR codes sneakily crafted in ASCIl and
blob URLs in phishing emails

By Lucian Constantin
0ct 10,2024 + 5 mins

< /1

6 biggest healthcare security threats
What's old is new again: Al is bringing XSS vulnerabilities

Healthcare can expect botnets, cloud web application attacks, phishing, and smart devices to be
2 BE Loihe back to the spotlight

their top risks.

By Cynthia Brumfield

By Jaikumar Vijayan and John Leyden
0ct10,2024 « 10 mins
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