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How can the history of  hacking tell us 
anything about future cyber threats?



Cybersecurity: 
Technical problems, Engineering solutions
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Upcode/Downcode



Varieties of  Downcode
• Microcode

• Machine/Assembly code/Binaries

• Applications

• OS

• Drivers

• Firmware

• Hypervisors

• Network

• Internetwork

• InterAS

• DNS

• API’s

• Repositories

• Worms/viruses/Trojans/rootkits



Downcode: Run by computers

Upcode: Run by humans



Varieties of  Upcode

• Psychological (System 1 and System 2)

• Personal (ethics, habits, rituals, plans, projects)

• Economic (Terms of  service, Employment K, property rules) 

• Organizational (corporate, platforms)

• Industrial (internet governance)

• Social (ethics, habits, rituals, projects)

• Legal (domestic, international)



UpcodeàDowncode

1) Upcode changes incentives to produce downcode

2) Upcode creates data used by downcode





Notes from Paris Hilton’s Sidekick phone



How did Cameron Lacroix Hack 
Paris Hilton’s Phone?

1. Bluesnarfing



How did Cameron Lacroix Hack 
Paris Hilton’s Phone?

1. Bluesnarfing

2. Evil Maid Attack



How did Cameron Lacroix Hack 
Paris Hilton’s Phone?

1. Bluesnarfing

2. Evil Maid Attack

3. Guessing Password



How did Cameron Lacroix Hack 
Paris Hilton’s Phone?

1. Bluesnarfing

2. Evil Maid Attack

3. Guessing Password

4. Guessing Security Question







Vulnerabilities

1) Authentication error

2) Winner take all economics with no liability

3) Insecure corporate policies for managers

4) Social imperative to be famous





THANK YOU!


