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Whoever is careless with the truth in 
small matters cannot be trusted with 
important matters.– Albert Einstein



Situation Overview: Open AI 
Models Create Trust Risk
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Which of the following areas are most immune to budget reduction regardless of the economic environment? 

IDC Recession Watch: December 2023
Security, Infrastructure/IT Operations, and AI/Automation funding for 2024 are the least 
threatened in case of recession 
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Security, Risk, & Comp liance

Infrastructure & IT Operation optimization ini tiatives/projects

AI and Automation initiatives/projects

Application Development and Deployment platforms

Workplace Solutions (Collaboration, Virtual Meeting, Unified Communications)
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Back office Applications (e.g. ERP, HR, Supply Chain etc.)
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No area is immune to budget reduction

Source: Future Enterprise Resiliency & Spending Survey Wave 11, IDC, December 2023, N=881 

AI & Automation was 
16% in June 2023
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Commitments on tech investments on Generative AI increased dramatically 
across all regions between August 2023 and January 2024

What's your organization's current approach to Generative AI? 

Source: 2024 Future Enterprise Resiliency & Spending Survey Wave 1, IDC, January 2024, N=881 and 2023 Future Enterprise Resiliency & Spending Survey Wave 7, IDC, August 2023, N = 883

Worldwide North America Western Europe Asia Pacific

Already investing 
significantly in GenAI with 
an established spending 
plan in next 18 months.

Doing initial testing of 
models and focused PoCs 
and a set spending plan 
for the next 18 months. 

Developing a list of 
potential use cases but 
not making significant 
investments before 2025 

Not doing anything yet.
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Understanding AI Use Cases: Rise of the Digital Co-Worker in Trust 
Stakeholders

What are the most desired outcomes of deploying Artificial Intelligence in order of importance?

IDC #US50905923 (June 2023)
Source: Corporate Legal Survey, IDC, June, 2023, N =  276

Base=Respondents indicated organization actively deploying/currently exploring Artificial Intelligence; Notes: Managed by IDC's Global Primary Research 
Group.; Data Not Weighted; Multiple dichotomous table - total will not sum to 100%; Use caution when interpreting small sample sizes.
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The Other Side of AI: Risks and Concerns
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Avianca v. Mata (2023) SDNY 22-cv-1461 

THE COURT: And yet you cited it in the brief to me.

MR. SCHWARTZ: I did, again, operating under the false 
assumption and disbelief that this website could produce 
completely fabricated cases. And if I knew that, I obviously 
never would have submitted these cases.
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500 to 999 1,000 to 2,499 2,500 to 4,999 5,000 to 9,999 10,000 or more

Security concerns

Privacy concerns

Generative AI isn't trustworthy 
enough

Developing our own models 
is difficult

Do not believe there is a need 
for this kind of application

Finding a partner is difficult

We don't have quality data

Privacy and Security Concerns are Top of Mind for Organizations Exploring Generative AI

What are the top two barriers to using Generative AI in your organization? …..Top vs. Second

Source: Future Enterprise Resiliency & Spending Survey Wave 6, IDC, July 2023, N=890, 500 to 999: 137; 1,000 to 2,499: 328; 2,500 to 4,999: 175; 5,000 to 9,999: 135; 10,000 or more: 115
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Privacy and security are the gatekeepers for emerging technology. Protection of the 
organization is paramount. 

Q What role do privacy and/or data security professionals (you) play in the evaluation of emerging 
technologies?

n = 619
Base=All Respondents
Notes: Managed by IDC's Global Primary Research Group.; Data Not Weighted; Use caution when interpreting small sample sizes.
Source: Data Privacy Survey, IDC, March, 2024

| ToC
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AI Ethics: Some Key Issues
AI may provide lower-cost solutions and enhance productivity, but due to its “black box” nature, it has garnered 
much attention for its ethical implications. 

Concerns over whether 
appropriate consent has 
been obtained in 
training datasets

AI may produce biases 
such as racial or gender-
based discrimination due 
to incomplete datasets or 
reproduction of human 
biases within the data

AI may provide explicit 
content, propaganda, or 
misinformation

AI may not be safeguarded 
against manipulation by 
third parties, may be 
susceptible to “Shadow AI,” 
or may be more vulnerable 
to data breaches

AI may not have a “human 
in the loop” to sufficiently 
monitor, test, and update 
the system

AI model may be a “black 
box,” meaning even its 
developers don’t 
understand how certain 
outputs were produced, 
causing security concerns

Privacy and 
Consent

Biases and 
Toxicity

Harmful 
Content

Security

Accountability

Lack of 
Explainability
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Uncertain Regulatory Environment

EU AI Act

Source: IDC, 2023
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Spectrum of Current AI Regulation

No 
Regulation

Strict 
Regulation

AI Regulated as One 
Technology

Use Case Specific

European Union

China

Brazil

Singapore

Japan

United States

Key regulation/framework 
already or nearly enacted

Key regulation/framework 
pending or proposed

Voluntary Frameworks Limited Regulation or Non-AI-
specific Regulation

United Kingdom

UAE



14© IDC |

Essential Guidance for the Technology Buyer
Recommendations

AI is an exciting area that could lead to a promising future. However, it is important not to rush into it and to be 
thoughtful and cautious when implementing.

AI Governance Committee

Educate and Inform 
Workforce

Synthetic Data Exploration

Audit Logs for Generative AI

Organizations need to form AI governance committees immediately. These committees should set AI use 
policies with the help of the general counsel. Should craft guidelines for developing and exploring AI 
within the organization to limit ethical and data biases within chosen models. 

AI has become consumerized. Ensure that your workforce is aware of the dangers of putting company and 
personal information into open AI models. Trainings need to be quickly developed to limit the AI rumor 
mill, discuss hallucinations, bias and develop prompting skillsets. 

Organizations need to explore synthetic data offerings to seed their AI models without using customer 
data and potential PII. Companies like Securiti offer the ability to turn company data into fully anonymized 
and synthetic data to get the same insights with limited risk. 

Ensure that when using AI that end users have the ability to audit the decision making. ContractPodAI’s 
Leah builds the decision making of their model right into the response to users. It is important that 
organizations do not blindly trust the algorithms but instead use them as a digital coworker to augment 
their own decision making. 
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Organizations are relying on employee cooperation on GenAI use. Only 12% have blocked 
access to public GenAI sites.

How are you managing employee use of publicly available GenAI apps (ChatGPT, Bard, etc)?

n = 619
Base=All Respondents
Notes: Managed by IDC's Global Primary Research Group.; Data Not Weighted; Use caution when interpreting small sample sizes.
Source: Data Privacy Survey, IDC, March, 2024
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