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Co-founder & Director of the Center for Threat-
Informed Defense

Formerly responsible MITRE's Cyber Threat Intel
and Adversary Emulation work program

L

Led MITRE’s security automation work — CVE, *
OVAL, CPE, MAEC, CAPEC.. g

Started out as a software engineer

Working in the public interest to
advance cybersecurity for all
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The Center for Threat-Informed Defense conducts collaborative R&D projects that

improve cyber defense at scale
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Mission: Advance the state of the art and the state

of the practice in threat-informed defense globally.
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What is Threat-Informed
Defense?

“The systematic application of a deep
understanding of adversary tradecraft and
technology to improve defenses.”
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Where does it fit?

Identify | Protect Respond | Recover

Asset management Anomalies & Response Planning
Comi i

Events Recovery Planning

SEWY
Governance - Continuous
nio Frotection Monitoring

Processes &

Procedures
Risk Assessment }
Maintenance

Improvements

Communications

Detection
Protective Processes
Strategy Technology

Threat-Informed
Defense
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Increase the Cost for the Adversary
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Threat-Informed Defense Cycle

CYBER THREAT
INTELLIGENCE ATT&CK is at the core of threat-informed defense

Threat-informed defense is a continuous process.

THREAT
INFORMED

DEFENSE

DEFENSIVE TESTING &
MEASURES EVALUATION

As our defenses improve, our environments change,
and adversaries evolve, the cycle continues.
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Threat-
Informed
Defense is...
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A lens, through
which, you can
understand your
security posture

A way to think about
your security
architecture and
operations

A way to prioritize
your security strategy
and investments

Thinking like an attacker

© 2024 MITRE Engenuity, LLC. Approved for Public Release. Document number CT0110

= 1.2

A way of assessing
the effectiveness of
your security
investments
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Make threat-informed defense
actionable

How do | apply threat-informed defense?
What is good enough?

Where should | focus next?

Are we getting “better”?
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M3TID makes threat-informed defense actionable

Measure, Maximize, and Mature Threat-Informed Defense (M3TID)

leverages threat understanding to improve a security program with an
actionable definition of threat-informed defense, and a formalized

approach to measure your threat-informed defense.

M3TID Components

CYBER-THREAT DEFENSIVE TESTING AND
INTELLIGENCE (CTI) MEASURES (DM) EVALUATION (T&E)

CYBER THREAT
INTELLIGENCE

1. Depth of Threat Data 1. Foundational Security 1. Type of Testing

THREAT
INFORMED
DEFENSE

DEFENSIVE TESTING &
MEASURES EVALUATION

2. Breadth of Threat Data 2. Data Collection 2. Frequency of Testing

3. Relevance of Threat Data 3. Detection Engineering 3. Test Planning

4. Utilization of Threat Data 4. Incident Response 4. Test Execution

5. Dissemination of " .
Threat Reporting 5. Deception Operations 5. Test Results

M3TID expands the 3 dimensions of TID with 5 key components each.
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Define Maturity Levels

CYBER-THREAT DEFENSIVE TESTING AND
INTELLIGENCE (CTI) MEASURES (DM) EVALUATION (T&E)

1. Depth of Threat Data 4. Incident Response

1. None

2. Scanners/Tooling,

2. Ephemeral I0Cs 2. Ad-Hoc/Manual/Reactive not Threat-focused

3. Playbook-enabled, Partially 3. Commodity Tooling,
3. Adversary Tools/Software Automated 10C-focused

4. Detection informed by
Knowledge of Threat Actor/
4. Adversary TTPs Proactive Hunts vs. only
reactive per Alert

4. Commodity Tooling,
TTP-focused, minimum 1
implementation per TTP

5. Strategic/Holistic based on 5. Commodity/Custom Tooling,
5. Low-Variance Adversary Adversary Campaigns/ TTP-focused, multiple
Behaviors Understanding of Adversary (+ evasive) TTP
Responses implementations

For each component, there are 5 maturity levels
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Measuring CTI Maturity

Cyber Threat Intelligence - Best Practices and Maturity Levels

How well do you understand the Adversaries that may target your organization

1.1 - Depth of Threat Data

What level of information (roughly relative to

1.2 - Breadth of Threat Information

Complementary to the depth
component score, roughly how

Components
1.3 - Relevance of Threat Data

1.4 zation of Threat

How is the threat

1.5 - Dissemination of Threat Reporting

the Pyramid of Pain) is being used to track Input many relevant Techniques are Input  Where is the threat information Input  information being used by  Input  What threat information is passed Input
adversaries. [1] Here understood at that level of depth. Here  coming from and how timely is it Here an organization Here  along within an organization [4] Here
Level 1 0|None no None no None no None no None no
Ephemeral I0Cs: hashes, IPs, domains: data Generic reports or freely Tactical reporting with highly
Level 2 1[sources an adversary can change easily yes Single Technique yes available reporting yes Lightly / occasionally read |yes perishable information (I0Cs) yes
Tools / Software used by adversaries: tools or
software which can be swapped or modified by Regularly ingested for Tactical reporting focused on
Level 3 1|an adversary to evade detection yes Multiple Techniques yes Internal reports yes analysis yes adversary behavior (TTPs) no
Techniques and Tactics used by adversaries: the
techniques and behaviors that are harder to All top-priority Techniques relevant Recent, in-depth reporting (often Analyzed automatically [3] Operational reporting on pertinent
Level 4 2|change for an adversary yes to the organization no requires a subscription) yes and/or by trained analysts  |no security trends yes
Low-variance adversary behaviors and Contextualized in
associated observables: specific actions most disseminated reports for
implementations of a technique must use so it is All Techniques relevant to the other internal stakeholders Strategic reporting on business
Level 5 2|very difficult for an adversary to change or avoid |no organization [2] no Customized briefings no to operationalize no impacts of security trends no
Breadth of Threat Information Total Relevance of Threat Data Total Utilization of Threat Dissemination of Threat Reporting
=10| Depth of Threat Data Total Score: Score: Score: Information Total Score: Total Score:
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Maturing Your Program

TID Dimension / Practice

Overall TID Maturity (weighted)
Cyber Threat Intelligence Maturity
I.1 - Depth of Threat Data

L2|L3|L4 |L5|Maturity Score

Dimension Scores

CTI DM T&E

1.2 - Breadth of Threat Information

1.3 - Relevance of Threat Data

1.4 - Utilization of Threat Information

1.5 - Dissemination of Threat Reporting
Defensive Measures Maturity
D.1 - Foundational security

D.2 - Data Collection

D.3 - Detection Engineering

D.4 - Incident Response

D.5 - Deception Operations
Test & Evaluation Maturity
T.1- Type of Testing

T.2 - Frequency of Testing

T.3 - Test Planning

T.4 - Test Execution

T.5 - Test Results
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CYBER THREAT

INTELLIGENCE

THREAT
INFORMED

DEFENSE

DEFENSIVE
MEASURES

TESTING &
EVALUATION

The Measure, Maximize, and Mature Threat-Informed Defense (M3TID) project defines what
threat-informed defense is and the key activities associated with its practice. The project captures
insights and best practices for what it means to be threat-informed across a security program,
expanding the dimensions of threat-informed defense into key components that organizations can
implement. For each of these components, the project defines specific elements of implementation
maturity, which enables organizations to assess and to understand the current and future state of
their threat-informed defense program.

Mature your
threat-informed

defense

https://ctid.io/m3tid

=== MITRE
== ENGENUITY.

Center for Threat
Informed Defense




Applying Threat-Informed
Defense
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SUMMITING THE PYRAMID ;%'é%‘bglgf.';'ﬂ';‘“
Level Up Your Analytics LMSOFTWARE)

CurrentVersion\Schedule\
TaskCache\Tree

IMPLEMENTATIONS
Event ID 5136 T1556:
mdDS-KeyCredentialLink

PRE-EXISTING TOOL

Sysmon ID 1:
OriginalFileName:schtasks.exe

ADVERSARY TOOL
Event ID 4104
ScriptBlockText

| contains: vaultemd

EPHEMERAL
Event ID 4688
22dc9f0490f5ae
9f014d1acb7ed5641
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SUMMITING THE PYRAMID —>

Many analytics are dependent on specific tools or artifacts. Adversaries can easily evade these
with low-cost changes that exploit the dependencies. This project developed a method to evaluate
analytics relative to the adversary’s cost to evade. We further created approaches and tips for
defenders to make their analytics less evadable. We demonstrated the methodology with a core set
of analytics.

https://ctid.io/summiting-the-pyramid

Threat-Inform your
Detection
Engineering

“By scoring each threat detection rule, we
gained a higher fidelity view of their security
posture. We determined that roughly 99.4% of
their threat detection content was obsolete,
based on criteria such as analytic brittleness,
current threat relevance and update frequency.

In all my years of consulting, | have never
witnessed a more catalyzed response—except
in the case of a severe breach. This holistic,
scientific method of threat detection analysis
shocked them out of their lethargy in ways
their previous penetration tests never could.” -

Summiting user from a global consultancy
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Join us and
change the game!
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Changing the game on the
adversary requires a
community-wide approach.
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You play a critical role!

https://ctid.io/linkedin
https://ctid.io/get-involved
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