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State of the IT industry: What are the key business priorities?

Ensure cyber
response and
recovery
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Protect multi-
cloud
deployments
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complexity
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Ransomware Recovery Statistics

were
successfully attacked
inthe last 3years

of those affected
lost their data!

claim to have automated
tools to find ideal
recovery point

Inability to find correct

recovery point cited as
reason
for data
loss

Backups were the most
common approach, used in

of incidents.

Excluding any ransoms paid, organizations reported an
estimated mean cost to recover from ransomware attacks of

$1.82 :
million .

an increase from the 2022 figure of $1.4 million and in line
with the $1.85 million reported in 2021.
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Siloed Response and Recovery- Case Study

LargeCorp
$20B Market Cap

=

End-Users
6K+ Users

Hybrid
600TB total data
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Siloed Response and Recovery- Case Study

Investigation with CrowdStrike, Microsoft

Drove attacker out

Restored customer access to Druva .
230TB of deletions rolled back ® Recovery Planning

e Intrusion, Email takeover
e Compromised credentials
e Compromised backups

Day 2 - Day 15
_

e Druva Internal Alert e Incident timeline determined
e Proactive reachout e Infrastructure being rebuilt
o Remediation process
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Breaking Down the Silos

Breach

Before Breach incident is After Breach
confirmed
A

e Continuous ® Quarantines e Access to data, logs, e Sandbox recovery o Availability of
Monitoring and UDA infection risks audit trails automation contextual and

o ge . . F . historical data for post
o Fully managed unified ® Security dashboard ® Quarantine @ Built-in recovery incident forensics and

platform with comprehensive infection risks scans RCA

data changes and logs
e Integrations with - - o Threat hunting to e Curated recovery

SIEM and investigate malware
Security tools propagation

e Managed DDR

e Sensitive Data
Governance
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Integrated Response and Recovery

Full recovery in 4 days

2700 Users (Mailboxes, Devices, Sharepoint)

Friday 8pm Sat 00:23 am

Customer identified
compromised AD
account & malicious
payload

Post customer
environment
compromise

Intruder attempted
backup compromise

Sat 8:58 am

Cyber recovery Druva support driven
initiated, completed in rapid response Customer confirmation
4 days playbook initiated

O
druva

Sat 1:00 am

Druva identified the
abnormal activity

Contacted & alerted
the customer
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GenAl to bridge the gap between IT and Security
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Why Druva?

Deploy and Up to 40% Built-in security, Faster cyber $10 Million
protect in as little lower Total Cost fully air-gapped response and Data Resiliency
as 5 minutes of Ownership and immutable recovery Guarantee

Why struggle with legacy solutions? Let Druva do it for you.
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